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An internet network installation on the corner of Sihanouk and Monivong Boulevards. Khmer Times

Click here to get Khmer Times Breaking News direct into your Telegram

The internet relies on just 13 “root” servers and, as of Friday, Cambodia officially has four of them.

This means that the global internet infrastructure is more robust and substantially reduces the likelihood of a nationwide

internet blackout.

These root servers host the root of the domain name systems (DNS) which links a domain name to internet protocol (IP)

addresses for every website in the world.

“The biggest single threat to the internet is that one of these DNS root servers will be poisoned with wrong information;

hackers are constantly orchestrating attacks on the 13 servers so that they can emulate versions of bank websites, e-

commerce platforms or email addresses to phish for passwords and account numbers,” Cambodia Network Exchange (CNX)

co-founder Mike Gaertner told Khmer Times.
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All 13 root server are named alphabetically from A to M. There are several copies of each root server scattered across the

globe to help create redundancies in the global internet infrastructure.

When you type www.khmertimeskh.com into your browser, for example, your computer communicates to your internet

service provider (ISP) to find the corresponding IP address in a root server so that it can be delivered to your device.

Cambodia currently hosts root servers F, D, E and I, with the latter being the latest addition.

The first DNS root server arrived in Cambodia in 2010 thanks to the work of the ISP, Mekongnet.

Later, CNX worked with more root server operators to bring additional servers to Cambodia. Those efforts are supported by

organisations including Packet Clearing House, a not-for-profit nongovernmental organisation,  among others that help set up

and maintain root servers round the world.

The latest root server to arrive in Cambodia is supported by Netnod, the Swedish operator of the I-root server.

“It was a big investment on NetNod’s part and this is an important step forward for Cambodia. The costs are significant,

especially in ongoing maintenance. However, this new server will significantly improve security for the DNS system in

Cambodia, so the investment is worthwhile” said Gaertner.

“The investment is also an indication of the trust placed not only in CNX, but also in Cambodia’s ability to host a critical piece

of global infrastructure,” he added.

Before 2004, there were root server instances in only 13 locations – one per IP address – and all but three were in the US. The

I-root server was the first one to be established outside the US.
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Khmer Times App

Khmer Times is now available on iPhone and Android. 
Download the app and keep up with real time news from Cambodia and the world.
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Opinion

Covid-19: Cambodia unfairly singled out!

What I don’t understand is that why the UN rapporteurs criticised the Government of Cambodia for “the necessary measures” to protect the lives of its people?

After unveiling sanctions, does Biden hope for a deal with Putin?

US President Joe Biden has dealt a hard blow to the Putin regime. Or did he? At first glance, everything looks as if the White House sanctions escalated to a new

level the confrontation with Moscow.

The real preventative healthcare is poverty alleviation

One thing the pandemic should have taught us is that the health of all citizens, and not just the rich, is imperative for all our sakes.
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COVID-19: does exercising really reduce the risk?

A new US study shows that people who are less physically active are more likely to be hospitalised and die with COVID-19. According to these new calculations,

being inactive puts you at a greater risk from COVID-19 than any other risk factor except age and having had an organ transplant. If this is right, it’s a big deal.

Features

Climate risk management critical for Cambodia’s food security

This blog is part of the Benefits of Climate Risk Management blog series that aims to provide evidence-based deep dives into USAID case studies.

Khmer New Year at home: Not too bad!

Here are some suggestions for you to help you enjoy your holiday, despite being at home.

Footwear, handmade with love

Cambodia is reeling in pride, as the footwear company “Kingdom of Wow” has successively captured the limelight of various international fashion magazines and

the recent New York Fashion Week held in February this year.
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An on-again, off-again year for Siem Reap’s arts

Siem Reap’s 2020 arts and lifestyle coverage kicked off the year on an optimistic note that, with the wisdom of hindsight, turned out to be somewhat ironic.

Remaining sane while you care for your baby

Because our baby is now at the centre of our life, it has been mentally challenging since even getting a good night’s sleep or a decent meal has suddenly become a

real task.
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